
CONNECTING INFORMATION AND PEOPLE 

sitsd.mt.gov

1

Current Threats and Other 
Newsworthy Items

Sean Rivera

Bureau Chief – Information Security

Dept. of Administration

State Information Technology Services Division

406-444-9835; srivera@mt.gov
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Wi-Fi Sense

• Introduced with Windows 8.1 in 2014

• Intent was to allow for easy sharing of Wi-
Fi information for Facebook, Outlook & 
Skype contacts

• Fear that this feature may share your 
social media account info

• Due to low-adoption rates of the feature 
and cost, Microsoft will drop the 
application

• Will not be present in the Win10 
Anniversary Edition due out this summer
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Apple Updates
• Apple published updates for all of its 

OSes – OS X, iOS, watchOS, & 
tvOS

• Updates apply to iTunes and Safari 
browser as well

• Resolves the DROWN (SSLv2) 
vulnerability, released in March

• Always backup your device before 
applying patches or updates
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Chrome to block Flash by default

• Google revealed plans to make 
HTML5 the primary player in 
Chrome by Q4

• Will continue to ship with Adobe 
Flash but will not be enabled by 
default

• Users will be prompted to run or 
decline playing Flash
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117 Million LinkedIn Accounts “For Sale”

• Database dump of 117 million account 
records for sale on a darknet market 
site

• Valued @ 5 Bitcoins (approx. $2,200 
USD)

• Contains userIDs, email addresses, 
and SHA1 password hashes

• Could be related to the 2012 breach 
when 6.5 million accounts were posted 
online

• Change password; use two-factor 
authentication (requires mobile #)

mailto:sitsd@mt.gov


CONNECTING INFORMATION AND PEOPLE 

sitsd.mt.gov

6

mailto:sitsd@mt.gov


CONNECTING INFORMATION AND PEOPLE 

sitsd.mt.gov

7

Questions?
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